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ABSTRACT OF THE DISCLOSURE (marked-ugl 

livaA cryptographic method and equipment afi4-a-decrypting m e thod and 
nq iii pmnnt nncorri i ng to th e I nv e ntior k a crvptoaraphic key the^av generating an auxiliary 
code d e pe nding upor tbased on a randomly determined numeric key and Including the 
rccutt of onoryption is inoiud e d togothor with th e a resuft of encryption into a cryptogram. 
Qfl -Upon dQcrvDting decryption , a-the cryptographic key is restored by^jsing the numeric 
key restored according to the entire cryptogra m and is uti l ized i n th e d e crypt i on . On th e 
othor hand, in anothor A cryptographic method and equipment and another d e crypting 
rnnthnH ^rtH c^q i i ipmpnt acGord l ng to tho invent i on. scrambles and encrvpt_s_ on encrypting. 
physical characteristic information i o ccramblod and th e n oncryptod. On this e ncryption, 
on tho contrary , and descrambiesr the-a result of a decryption ic d o ocrambl e d J herebyr \b 
thOGO cryptogrophio me t hod and e quipm e nt togothor with decryption method and 
oquipmont. enabling any efnol^alteration mado ont o tbe-a cryptogram to be detected 
because even a minor alteration thereto causes a s Griouo damage changes on-the result of 
the decryption. So, by apply i ng th ese toohn i qu e o to oonding and rec e iving tho phyoioa l 
ch a r a ct ori st j o i nfomnat i on. their saf e ty c a n bo Improv e d. On tho other hand, in aA remote 
identification system according to the invent i on, by encrypting encrypts tl^physical 
characteristic infomiation basing a password as a cryptographic key, bocauco of th e a nd 
fluctuation of the physical characteristic information, authenticating information represented 
as a different bit pattern at each identifying processing con b e is generated and sent to a 
transmission medium. So, by oxamining tho oquivalO R CO b e tw ee n th e r e sult of decryption 
of the authGntioating i nformation and th e r e gistered r e f e r e nc e information wh i l e con s id e ri R g 
th e - aforem e ntlon e d fluctuation, th e per s on can bo reliab l y i d e ntifi e d. - 
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ABSTRACT OF THE DISCLOSURE 

A cryptographic method and equipment decrypting a cryptographic key by 
generating an auxiliary code based on a randomly determined numeric key and including a 
result of encryption into a cryptogram. Upon decryption, the cryptographic key Is restored 
using the numeric key restored acconling to the entire cryptogram. A cryptographic 
method and equipment scrambles and encrypts physical characteristic information, and 
descrambles a result of a decryption, thereby enabling any alteration to a cryptogram to be 
detected because even a minor alteration thereto changes the result of the decryption. A 
remote identification system encrypts physical characteristic infomiation using a password 
as a cryptographic key, and fluctuation of the physical characteristic information, 
authenticating information represented as a different bit pattern at each identifying 
processing is generated and sent to a transmission medium. 
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